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BACKGROUND SEesas

Food Protection and Defense Institute (FPDI) Ted Steinmann EEE

Research Institution located at the University of “IT manager” at FPDI and pursuing masters in
Minnesota. Started by Department of Homeland the University of Minnesota’s the Technology
Security to look at threats of "Intentional Leadership Institute "Management of
contamination” of the Food Supply. FPDIl is a Technology" program.

part of the Academic Health Center (AHC).

Why did we build a data lake? Why are we embedding dashboards in web applications?

To centralize numerous distributed datasets into a large-scale data repository and processing engine u .====

and to provide access to a diverse group of sponsors, stakeholders and consumers. EEE



DEFINITIONS

FOOD SAFETY FOOD SECURITY FOOD DEFENSE

Reducing exposure to "When all people at all Reducing the impact of

natural hazards, times have access to system attacks by

errors, failures. sufficient, safe, assuring the stability or
. nutritious food to continuity of the food

- Accidental o

- Food poisoning maintain a healthy and supply.

- Cleanliness active life"

- World Health Organization



F00D ADULTERATION INCIDENTS
REGISTRY

When and where is it taking place?

\What foods are adulterated, and by what
mechanism?

How often does it occur?

Primary concerns and data collected are type of
incident, motivation , adulteration type.
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MELAMINE IN MILK

Used for making whiteboards

Added to milk to improve appearance -



DASHBOARDS

Embedded in web applications




¢ Dashboards increase the
analytical power of your | Em EEsEE
visualization by showing SEmmEE”

multiple perspectives in the .
same location . .:;EEEEEE=:-'
- Tablequ  wa_i"aZ35E%am =






https://incidents.foodprotection.io/dashboard
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FOOD ADULTERATION o u
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Less - to - More

Number of Incidents

669

@ Openstree‘tﬂap contributors (\m\\‘

Incident Type Motivation Adulteration Type

EMA n Economic | Dilution |
Terrorism B Unknown = Chemical Hazard [ . . . . .
Sabotage a Revenge bl Mislabeling | ] . . . . . .
B ac k U p Religiously, Ideclogically or Politicall n Artificial Enhancement "
e Monetary Extortion m Counterfeit | . . . .
Mental lliness ] Substitution ] . .
unclear Transshipment/Origin Masking 8

Intentional Distribution of Contaminated
Biological Hazard

H
H
Theft and Resale . . .



HOW IS IT BUILT? e

Agile: Google it, implement, feedback, repeat = RSN
| ENEEEN



- Incidents_Production

| emae_events emae_event_adulterated_food...

I emae_event_food_categories

emae_event_harm_locations

emae_event_motivations
I emae_resource_adulterations

emae_resource_types

Relational Database Connection

M

-8 88833

Connection

@ Live Extract

I emae_resource_food_product_...
I emae_resource_food_categories
l emae_resource_location_cities

l emae_resource_location_count...
I emae_resource_location_regions

l emae_resource_location_states

I emae_resource_motivations

® @ Edit Data Source Filters

Filter Details

Add... Edit... Remove
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Pages iii Columns
= Rows

Filters

Location

Action (Incide.. @

» CEEEED
" CCEZTED
" CREEED

Marks
% Automatic -
o &
Color Size Label
o2 ()
Detall Tooltip

b CNTD(Incident..
. CERID

© OponStreatiap contributors

Longitude (generated)

Latitude (generated)

Food Product

(A1)

agra petha
albacore
alcohol
alcoholic beverage
almond powder
alomo bitters
apple pie
apples
applesauce

[] Asian fish

Food Category

(Al

Baked Products
Beverages
Breakfast Cereals
Cereal Grains and P...
Dairy and Egg Prod...
Fats and Oils

Finfish and Shellfis...
Fruits

Herbs Spices and S...
[V] Lequmes and Lequ...

YEAR(Year Ended Calc)
1979 2017
)

Map of Incidents for global incidents
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Pages

Filters
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@
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Individual worksheets for visual appeal & interaction

FEEER
[ | [ L 1]
fAEEn
® @ Edit Colors [Incident Typel H EEEN
[ P | ]|
Select Data Item: Select Color Palette: . . . . .
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Pages

Filters

o CEEEED
" CEZTED
» CEZTED

Marks
[ Automasic -
H & [x
Coler Size Text
o2 =
Detail Teoltip

m CIIED
- G
- D
- GG
- G
- CITTEE

jii Columns

iZ Rows

Details

Food Category
Baked Products

Food Category B YEAR(Year Ende.. Food Product Incident Type \

Year.. Food Product Incident Type  Motivation
1979 pastry Sabotage Revenge
1984 doughnuts Sabotage Unknown
1985 candy Sabotage Maonetary Extortion
cookies Sabotage Monetary Extortion
19596 bread EMA Economic
doughnuts Sabotage Unknown
muffins Sabotage Unknown
pastry Sabotage Unknown
2002 apple pie Terrorism Mental lliness
Revenge
fried dough sticks Szbotage Revenge
sesame cakes Sabotage Revenge
sticky rice balls Szbotage Revenge
2005 breéd ' Sabotaée Unkno:cm
2008 cake Terrorism Revenge
pastry Terrarism Mental |llness
2010 bread Sabotage Revenge
bonco b, 2
User / Group Permissions View Interact Edit
CHELG Y ERS DBE O
&% AllUsers (13) Custom
&% FPDI Staff (8) Interactor (v v iv]IivIvIRRvI[v]Iv]v]
& Guest Custom (v v x| v v vXx][x]|x@x][XxX[x]|x]x]

Details Screen for restricted interaction
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Dashboard Layeut
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’ 2013 bread Terrorism
That's a lot of sheet(s)
chicken nuggets Sabotage
pancakes Sabotage
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Motivation
Revenge
Unknown
Monetary Extortion
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Unknown
Unknown
Unknown
Mental Iliness
Revenge
Revenge
Revenge
Revenge
Unknown
Revenge
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Revenge
Revenge
Revenge
Economic
Unknown
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Revenge
Revenge
Revenge

Incident #
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777
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782
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851
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954
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Details
Details
Details
Details
Details
Details
Details
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Details
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Details
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Food Category
(AN) v

Food Product

(Al v
Year Ended

1979 2017

(D

Less -to - More

Number of Incidents

669

Filters and interactivity

Go to Sheet
Duplicate Sheet

Ignore Actions
Floating

Select Layout Container
Deselect

Remove from Dashboard

Title

Caption

Legends >
Filters >
Highlighters >
Show Page Control

View Toolbar >




—
Food Category Year .. Food Product
Baked Products 1979 pastry

1984 doughnuts
1985 candy
cookies
1996 bread
doughnuts
muffins
pastry
2002 apple pie
fried dough sticks
sesame cakes
sticky rice balls
2005 bread
2008 cake
pastry
2010 bread
cheese
fruit

Details and Navigation
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Inci Unique Id: 985
sanc |ncident Link: https://incidents.foodprotection.iofevents/985
Sabe Food Category: Baked Products
—| Food Product Ingredient: cake
Sabc ST
=i Motivation: Revenge
25C |ncident Type: Terrorism
EMA point OF Introduction:
Sabc Description Of Harm: Four guards fell ill as result of ingesting the poisoned cake. Security
Sabc measures were likely tightened in response, and the relationship
Sabc between prison guards and prisoners likely deteriorated.
Terr¢ Incident Summary: Four prison guards in Nyborg, Denmark fell ill after eating a cake
= ACUONS
Sabc r ( Edit URL Action
e - Connect sheets to external we B
ab i ighli [
C | actions and Highlight actions, Name: |Event S|
Sabc b Namg ~ Source Sheets;
Sabc 7 Filter 1 (generated)
_ ¥ Filter 2 (generated) | [ Incidents_Production Run action on:
Terrorism v Filter 3 {generated) e .

; ¥ Filter 4 (generated) ulteration Type Hover
Terrorism || % Filter 6 (generated) ~ Adulteration Type - Legend — 57 L
Sabotage ¥ Filter 7 (generated) Details F

9 i v Filter 8 (generated) Details - Inc GRSty
Sabotage ]
otag b ' Event 1 A Inr.!den( Type E} ons
Sabotage Incident Type - Legend I
URL
3https:I/Incldents.foodprote(tlon.lolevenlsl <Incident #>
Add Action > Test Link https:/ fincidents foadprotection.iofevents [ <Incident #>
URL Cptions
Show actions for all sheets
URL Encode Data Values Item Delimiter; .
~ Allow Multiple Values Delimiter Escape: \
l cancel (N
s Fo. il
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ab | eau Content Users Groups Schedules Tasks T
men
Home > Incidents Database » Incidents Database Production » Dashboard ....

(A Refresh [ Pause [il] View:Original J\ Alert  Edit | o Share [J] Download N ]

Embed Code PEEE
' <script type=‘text/jayasqript' smé‘ htt Y EEER
|1

Food Category Link o

N HER
All .
o)  https://tableautest.ahc.umn.edu/t/Fl b - [ | by 1]
i NAEEn
Food Product m - ] | ]
(an) . . - H NER
: y A 2 4 "E NEEE
’ G b y e fEEER
) SOy i 7
Year Ended > 8 R i oy 1
}
1979 B o HEN
d D 7| P»<head>.</head> HEN
¥ <body>
v<div class="wrapper"=> ...
Less - to - More > <div class="navbar navbar-fixed-top clearfix">.</div> . . .
_ v<div class="container primary"=>
::before
‘_I v<div style="margin-top: 2@px;">

<script type="text/javascript" async src="https://ssl.google-analytics.com/qga.js"></script>

<script type="text/javascript" src="//tableautest.ahc.umn.edu/javascripts/api/viz vl.js"></script>
v <div class="tableauPlaceholder" style="width: 1@04px; height: 1436px; position: relative; overflow: hidden; display: block;'">
Embedd”']g b <iframe frameborder="0" marginheight="0" marginwidth="@" title="data visualization" allowtransparency="true" allowfullscreen=

"true" class="tableauViz" width="1004" height="1436" style="display: block; margin: @px; padding: @px; border: none; width:
100@px; height: 1427px;" src="https://tableautest.ahc.umn.edu/t/FPDI/views/IncidentsDatabaseProduc..:toolbar=yes&:
showShareOptions=true&:display spinner=no&:load0rderID=0">..</iframe=>
</div>

</div>

::after

</div>
> <footer id="footer">.</footer>




LESSONS LEARNED

Data Source Changes Embedding Limitations  Unique Record Counts
Are rather difficult. Application based Getting the right

Once published, you authentication isn't incident record counts
can't make changes to built in. iFrame across all worksheets
a data source without generates Cross Site proved to be more

certs. Proxy??

downloading, updating  Forgery warning with difficult than expected.
overwriting, etc.



DATA LAKE - Cemcams

large-scale repo & processing engine = s
H EREEEN




é& An architectural approach that
allows you to store massive R NN EEEEE
amounts of data in a central ~"m-mms-a"

location, so it's readily available 5 Sgi=auss =

to be categorized, processed, .

analyzed and consumed by " " EEEEE A &

diverse groups within an 4 HHY 1 mm
. , EN N ENEEENEE W
organization. -
HEEEN [ |
- Amazon ™ "g"a BE=EEE
H B HEEE BEEER
H B BEEEEEERE
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WHAT SOLUTIONS AND WHY?

Tableau Cloudera

Market leader with the  Strong market
highest rated ability to presence, cloud

execute for business technical support.

intelligence and Components for data

analytics platforms. governance, cluster
administration, and
SQL access.

Amazon Web Services

Cloud for elasticity and
virtual vs. physical
hardware acquisition.
AWS is market leader in
execution and vision.

Gartner 2017



++ .
ft¢+ableau

Client

cloudera

S\ } cloudera __,

IMPALA

Manager

Worker 1 Worker 2 Worker 3

Hadoop Cluster

Cloudera Environment

FPDI VPC

How does it work?
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HUE A QueryEditors v

Y Impala 9 Addaname..

£ = Impala

Databases Ye
= default

= dI_factbook

= dl_fides

= dlincident

= factbook

factbook_201710120100

= fb_foo

£ fda

fda_caers

(o«

(o«

= fides
£ fides_201710110230

=
(=%
]

w

(]
o
=
~
-t
o
-
]
o
N
w
o

incident
incident_201710120130

metadat

w  (

Add a description...

A g A W N

Query History Q )

year_began

2013
2007
2006
2002
2004
1997

1 select * from incident.emae_events

Saved Queries Q

year_ended
1983
201
2008
2007
2007
1999

B @ ofadmin v

D »

0s incidemtv [3) &% ?

Results (13) O .°

description_of_harm

Unknown

Kidney stones, hospitalization, death

Kidney stones, renal disease, and death in dogs and cats

Unknown; Sudan 1 is classified as a Category 3 carcinogen

Impala SQL Interface



Open

Excel

X

RN tepke. AR

Text file Cloudera Hadoop

Driry o°d Egg Prozucts 3.t Dairy 07d E3g Prozurcts 3
3.t Frsard Ol 3. toe

JSON file

3
£

Server: |2.compute.amazonaws.com Port: 21050
Spatial file Datalake-live Datalake-Extract

Staied e Enter information to sign in to the server:

More...
Type: Impala v

Authentication: No Authentication v
Tableau Server

MySQL

Oracle

Transport: Binary

Require SSL

Amazon Redshift

Cloudera Hadoop
More... 5 Initial SQL...

Impala ODBC Connector EEEN
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Abc
Abc
Abc
Abc
Abc
Abc
Abc
Abc
Abc

FDA CAERS

Name PriReported Brand Pr.. Product Role Outcomes  Sym One Row Coded Sym..

Apple Juice FRESH LEMON JUICE ~ Concomitant DEATH HEADACHE, DIZZINESS, VI..

Cranberry Juice FRESH LEMON JUICE Concomitant DEATH HEADACHE, DIZZINESS, V..

Garlic GARLIC Concomitant DEATH HEADACHE, DIZZINESS, VI..

Lemon Juice FRESH LEMON JUICE Concomitant DEATH HEADACHE, DIZZINESS, VI..

Lemons FRESH LEMON JUICE Concomitant DEATH HEADACHE, DIZZINESS, V..

Orange Juice FRESH LEMON JUICE Concomitant DEATH HEADACHE, DIZZINESS, VI..

Palm Oil SESAME OIL Concomitant DEATH HEADACHE, DIZZINESS, VI..

Sesame Oil SESAME OIL Concomitant DEATH HEADACHE, DIZZINESS, VI..

Sugar (beet) BEETROOT POWDER Concomitant DEATH DEATH

Factbook

Name Va!ye

Apple Juice
--- '[{"description”:”Core Fruit Juices or Concentrates”,”fda_product_code”:”"20"}]’
---‘[{"hazard":"Patulin”,”control”:"Supplier guarantee (apples harvested to exclude fall..
---'[{"hts_code”:"2009710000", "long_description":"apple juice, of a brix value not exce..
--- '[{"incident_summary”:“In the United States, Beech-Nut sold fraudulent apple juice m..
- '[{"usda_ndb_code":"09016","description”:"Apple juice, canned or bottled, unsweete..

- taxonomy_foods_name (factbook.taxonomy_foods_name)+ (fda_caers)

I taxonomy_foods_name T @ | foods : @ | food_answers
@ | taxonomy_caers_parg - (D | caers_parq

HALC
Abc
Abc
Abc
Abc
Abc
Abc
Abc
Abc
Abc
Abc
Abc
Abc
Abc

(11
Outcomes . . . .
DEATH % . . . .
Name [ EEEN
(D) Z ENNEEN
Product Role . . . . .

M EEEE
C itant

S EEN

Joining on Common Taxonomy



WHATS NEXT? SEesas

. o EEE
Data Visualizations More Data Governance

More dashboards using  Upload, categorize and Need to figure out how
the data lake as the generally make the to reliably provide

source of data. data available. access to sponsors. N
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THANKS!

Any questions?

You can find me at:

tsteinma@umn.edu
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